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Data Management for The Internet of Things:

Literature for Students

(Assembled by Iluju Kiringa and Tet Yeap)
(THE LIST WILL BE CONSTANTLY UPDATED)

INTRODUCTORY NOTE

This is a comprehensive list of articles and books that are of help for
the students working on IoT subjects in our IoT Lab. Anyone who is
starting should read ALL the references highlighted in RED. Then talk
to Professor Iluju Kiringa and Tet Yeap for further reading to chose a
thesis or a project topic. If anyone finds an interesting paper or book
on the subject matter, please let us know so that we include it into
this reading list.

Cyber-Physical Systems (CPSs) are smart real-time systems that find a
growing number of applications that span diverse domains encompassing
agriculture (smart farming), transportation (smart asset management),
housing (smart buildings), health care (smart e-health), and
infrastructure (smart power grids). All these applications have in common
the increasing use of the Internet of Things (IoT) to monitor operations
in order to achieve the goal of reducing overall operating costs and
making real-time data about the monitored entities accessible. IoT is a
paradigm of networking where the networked points (called “things”)
comprise uniquely identifiable devices equipped with embedded
connectivity.

Consider the following use case related to La Société de transport de
L’Outaouais, the urban transit company servicing Gatineau, a
metropolitan area facing the city of Ottawa, which has carried 20 million
riders in year 2016. The company runs an integrated set of services such
as (1) regular buses travelling either on fixed routes in normal urban
traffic or as high frequency services on a separated network of dedicated
bus lanes and ways, and (2) several bus stations with Park-and-Ride
facilities to smooth connection between bus and car rides. STO intends
to reduce operating costs by improving efficiency, overall utilization
of the fleet. STO also wants to put real-time fleet management at the
disposal of the company decision makers to achieve the desired levels
of cost reductions by tracking their buses and bus stations as well as
operational data produced by those assets in real time. This allows, for
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example, the decision makers to remotely monitor the whereabouts and the
state of their busses by using applications (either on desktops or on
mobile devices) that consume the aforementioned operational data.
Finally, STO wants to continuously monitor each one of its rolling assets
to avoid unnecessary prescheduled maintenance unavailability.

To achieve their stated goals, STO may equip every bus and station with
an IoT gateway. On one side, the gateway is mounted on the top of the
bus or the station and is connected directly to cloud-servers, and on
the other side, it 1is connected to appropriate sensors to monitor
variables of interest. The gateway periodically collects sensor readings
to detect events of interest, stores the events, and periodically sends
the stored events to a proprietary cloud-based IoT software platform.
The later can then be processed by analytics applications and be accessed
from front-end devices to track assets in real time, monitor bus drivers’
state, alert deciders of abnormal asset states, monitor excessive idle
time, and monitor full stations to divert buses to them.
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ARCHITECTURE

Note: Everyone should also read the technical report on our own
architecture that is in the common Goggle Drive.

15. Caesar Wu, Rajkumar Buyya, Kotagiri Ramamohanarao: Big Data
Analytics = Machine Learning + Cloud Computing. CoRR abs/1601.03115
(2016) [Accessible from the DBLP bibliographic data server]

16. IoT-A, IoT-A Internet of Things—architecture. http://www.iot-a.eu/
2012

17.WS02, A reference architecture for the Internet of Things.
http://wso2.com/wso2 resources/wso2 whitepaper a-reference-
architecture-for-the-internet-of-things.pdf 2014

18. Misra P, Simmhan Y, Warrior J. Towards a practical architecture
for the next generation Internet of Things, arXiv Prepr.
arxXiv1502.00797; 2015.

19. Castellani A, Bui N, Casari P, Rossi M, Shelby Z, Zorzi M.
Architecture and protocols for the internet of things: a case study.
In: Eighth IEEE international conference on pervasive computing and
communications workshops (PERCOM workshops); 2010. p. 678-683

20. Ishaq I, Hoebeke J, Rossey J, De Poorter E, Moerman I, Demeester P.
Enabling the web of things: facilitating deployment, discovery and
resource access to IoT objects using embedded web services. Int J Web
Grid Serv 2014;10(2):218-43

21. Guinard D, Trifa V, Karnouskos S, Spiess P, Savio D. Interacting
with the SOA-based Internet of Things: discovery, query, selection,
and on-demand provisioning of web services. IEEE Trans Serv Comput
2010;3(3):223-35

22. Stirbu V. Towards a restful plug and play experience in the web of
things, In: IEEE international conference on semantic computing; 2008.
p. 512-517



http://www.iot-a.eu/
http://wso2.com/wso2_resources/wso2_whitepaper_a-reference-architecture-for-the-internet-of-things.pdf%202014
http://wso2.com/wso2_resources/wso2_whitepaper_a-reference-architecture-for-the-internet-of-things.pdf%202014

Page |4

23. Guinard D, Trifa V, Mattern F, Wilde E. From the internet of things
to the web of things: resource-oriented architecture and best
practices. Architecting the Internet of Things. Berlin Heidelberg:
Springer; 2011. pp. 97-129

24. Li B, Yu J. Research and application on the smart home based on
component technologies and Internet of Things. Procedia Eng
2011;15:2087-92

25. Su K, Li J, Fu H. Smart city and the applications. In: International
conference on electronics, communications and control (ICECC); 2011.
p. 1028-1031

26. Dohr A, Modre-Opsrian R, Drobics M, Hayn D, Schreier G. The internet
of things for ambient assisted living. In: Seventh international
conference on information technology: new generations (ITNG); 2010. p.
804-809

27. Valipour MH, Amirzafari B, Maleki KN, Daneshpour N. A brief survey
of software architecture concepts and service oriented architecture.
In: Second IEEE international conference on computer science and
information technology (ICCSIT 2009); 2009. p. 34-38

28. Datta SK, Bonnet C, Nikaein N. An iot gateway centric architecture
to provide novel m2m services. In: IEEE world forum on Internet of
Things (WF-IoT); 2014. p. 514-519

29. Khodadadi F, Dastjerdi AV, Buyya R. Simurgh: a framework for
effective discovery, programming, and integration of services exposed
in IoT. In: International conference on recent advances in Internet of
Things (RIoT); 2015. p. 1-6.

30. Elmangoush A, Magedanz T, Blotny A, Blum N. Design of RESTful APIs
for M2M services. In: Sixteenth international conference on intelligence
in next generation networks (ICIN); 2012. p. 50-56

DESIGN OF CYBER-PHYSICAL SYSTEMS

31. Hassan Gomaa, Real-Time Software Design for Embedded Systems,
Cambridge University Press, 2016; Ch. 1-18 & 21

CLOUD DATA MANAGEMENT FOR BIG DATA
Distributed File Systems

32. Sanjay Ghemawat, Howard Gobioff, Shun-Tak Leung, The Google file
system. SOSP 2003: 29-43

Analytical Processing on Large Data Sets - MapReduce/Hadoop

33. Jeffrey Dean, Sanjay Ghemawat, MapReduce: Simplified Data
Processing on Large Clusters. OSDI 2004: 137-150



Page |5

34. Yingyi Bu, Bill Howe, Magdalena Balazinska, Michael D. Ernst,
HalLoop: Efficient Iterative Data Processing on Large Clusters.
PVLDB 3(1): 285-296 (2010)

35. Jaliya Ekanayake, Hui Li, Bingjing Zhang, Thilina Gunarathne,
Seung-Hee Bae, Judy Qiu, Geoffrey C. Fox, Twister: a runtime for
iterative MapReduce. HPDC 2010: 810-818

36. Dhruba Borthakur, Jonathan Gray, Joydeep Sen Sarma, Kannan
Muthukkaruppan, Nicolas Spiegelberg, Hairong Kuang, Karthik
Ranganathan, Dmytro Molkov, Aravind Menon, Samuel Rash, Rodrigo
Schmidt, Amitanand S. Aiyer, Apache hadoop goes realtime at
Facebook. SIGMOD Conference 2011: 1071-1080

37. Yu Xu, Pekka Kostamaa, Yan Qi, Jian Wen, Kevin Keliang Zhao, A
Hadoop based distributed loading approach to parallel data
warehouses. SIGMOD Conference 2011: 1091-1100

38. Hung-chih Yang, Ali Dasdan, Ruey-Lung Hsiao, Douglas Stott Parker
Jr., Map-reduce-merge: simplified relational data processing on
large clusters. SIGMOD Conference 2007: 1029-1040

39. Ashish Thusoo, Joydeep Sen Sarma, Namit Jain, Zheng Shao, Prasad
Chakka, Ning Zhang, Suresh Anthony, Hao Liu, Raghotham Murthy, Hive
- a petabyte scale data warehouse using Hadoop. ICDE 2010: 996-1005

40. Azza Abouzeid, Kamil Bajda-Pawlikowski, Daniel J. Abadi,
Alexander Rasin, Avi Silberschatz, HadoopDB: An Architectural
Hybrid of MapReduce and DBMS Technologies for Analytical Workloads.
PVLDB 2(1): 922-933 (2009)

41. Jens Dittrich, Jorge-Arnulfo Quiané-Ruiz, Alekh Jindal, Yagiz
Kargin, Vinay Setty, Jorg Schad, Hadoop++: Making a Yellow Elephant
Run Like a Cheetah (Without It Even Noticing). PVLDB 3(1): 518-529
(2010)

42. Andrei Costea, Adrian Ionescu, Bogdan Raducanu, Michal
Switakowski, Cristian Barca, Juliusz Sompolski, Alicja Luszczak,
Michal Szafranski, Giel de Nijs, Peter A. Boncz, VectorH: Taking
SQL-on-Hadoop to the Next Level. SIGMOD Conference 2016: 1105-1117

43. DaeWoo Lee, Jin-Soo Kim, Seungryoul Maeng, Large-scale
incremental processing with MapReduce. Future Generation Comp.
Syst. 36: 66-79 (2014)

Key-Value Stores and Cloud Data Management Systems

44. Fay Chang, Jeffrey Dean, Sanjay Ghemawat, Wilson C. Hsieh,
Deborah A. Wallach, Michael Burrows, Tushar Chandra, Andrew Fikes,
Robert Gruber, Bigtable: A Distributed Storage System for
Structured Data (Awarded Best Paper!). OSDI 2006: 205-218

45. Fay Chang, Jeffrey Dean, Sanjay Ghemawat, Wilson C. Hsieh,
Deborah A. Wallach, Michael Burrows, Tushar Chandra, Andrew Fikes,
Robert E. Gruber, Bigtable: A Distributed Storage System for
Structured Data. ACM Trans. Comput. Syst. 26(2) (2008)



Page |6

46. Brian F. Cooper, Raghu Ramakrishnan, Utkarsh Srivastava, Adam
Silberstein, Philip Bohannon, Hans-Arno Jacobsen, Nick Puz, Daniel
Weaver, Ramana Yerneni, PNUTS: Yahoo!'s hosted data serving
platform. PVLDB 1(2): 1277-1288 (2008)

47. Adam Silberstein, Jianjun Chen, David Lomax, B. McMillan, Masood
Mortazavi, P. P. S. Narayan, Raghu Ramakrishnan, Russell Sears,
PNUTS in Flight: Web-Scale Data Serving at Yahoo. IEEE Internet
Computing 16(1): 13-23 (2012)

48. Giuseppe DeCandia, Deniz Hastorun, Madan Jampani, Gunavardhan
Kakulapati, Avinash Lakshman, Alex Pilchin, Swaminathan
Sivasubramanian, Peter Vosshall, Werner Vogels, Dynamo: Amazon's
highly available key-value store. SOSP 2007: 205-220

49. Amitanand S. Aiyer, Mikhail Bautin, Guoqgiang Jerry Chen, Pritam
Damania, Prakash Khemani, Kannan Muthukkaruppan, Karthik
Ranganathan, Nicolas Spiegelberg, Liyin Tang, Madhuwanti Vaidya,
Storage Infrastructure Behind Facebook Messages: Using HBase at
Scale. IEEE Data Eng. Bull. 35(2): 4-13 (2012)

50. Veronika Abramova, Jorge Bernardino, NoSQL databases: MongoDB vs
cassandra. C3S2E 2013: 14-22

51. Gerard Haughian, Rasha Osman, William J. Knottenbelt,
Benchmarking Replication in Cassandra and MongoDB NoSQL Datastores.
DEXA (2) 2016: 152-166

Web-Scale Data Replication/Partitioning: Schema-Driven

52. Sudipto Das, Divyakant Agrawal, Amr El1 Abbadi, ElasTraS: An
elastic, scalable, and self-managing transactional database for the
cloud. ACM Trans. Database Syst. 38(1): 5 (2013)

53. Robert Kallman, Hideaki Kimura, Jonathan Natkins, Andrew Pavlo,
Alex Rasin, Stanley B. Zdonik, Evan P. C. Jones, Samuel Madden,
Michael Stonebraker, Yang Zhang, John Hugg, Daniel J. Abadi, H-
store: a high-performance, distributed main memory transaction
processing system. PVLDB 1(2): 1496-1499 (2008)

54. 3Jason Baker, Chris Bond, James C. Corbett, J. J. Furman, Andrey
Khorlin, James Larson, Jean-Michel Leon, Yawei Li, Alexander Lloyd,
Vadim Yushprakh, Megastore: Providing Scalable, Highly Available
Storage for Interactive Services. CIDR 2011: 223-234

55. Philip A. Bernstein, Istvan Cseri, Nishant Dani, Nigel Ellis,
Ajay Kalhan, Gopal Kakivaya, David B. Lomet, Ramesh Manne, Lev
Novik, Tomas Talius, Adapting microsoft SQL server for cloud
computing. ICDE 2011: 1255-1263

Web-Scale Data Replication/Partitioning: Workload-Driven



56.

57.

Web-

58.

59.

Page |7

Carlo Curino, Yang Zhang, Evan P. C. Jones, Samuel Madden,
Schism: a Workload-Driven Approach to Database Replication and
Partitioning. PVLDB 3(1): 48-57 (2010)

Carlo Curino, Evan P. C. Jones, Samuel Madden, Hari Balakrishnan,
Workload-aware database monitoring and consolidation. SIGMOD
Conference 2011: 313-324

Scale Data Replication/Partitioning: Dynamic / Adaptive

Sudipto Das, Divyakant Agrawal, Amr E1 Abbadi, G-Store: a
scalable data store for transactional multi key access in the
cloud. SoCC 2010: 163-174

Kadambi S., Chen J., Cooper B.F., Lomax D., Ramakrishnan R.,
Silberstein A., et al., Where in the world is my data? In
Proceedings of the VLDB Endowment 2011;4(11):1040-50.

Transactions: Single-Tenant Co-Located Data

60.

61.

62.

63.

Carlo Curino, Evan P. C. Jones, Raluca A. Popa, Nirmesh Malviya,
Eugene Wu, Samuel Madden, Hari Balakrishnan, Nickolai Zeldovich,
Relational Cloud: a Database Service for the cloud. CIDR 2011: 235-
240

Sudipto Das, Divyakant Agrawal, Amr E1 Abbadi, ElasTraS: An
elastic, scalable, and self-managing transactional database for the
cloud. ACM Trans. Database Syst. 38(1): 5 (2013)

Sudipto Das, Divyakant Agrawal, Amr El Abbadi, G-Store: a
scalable data store for transactional multi key access in the
cloud. SoCC 2010: 163-174

Jason Baker, Chris Bond, James C. Corbett, J. J. Furman, Andrey
Khorlin, James Larson, Jean-Michel Leon, Yawei Li, Alexander Lloyd,
Vadim Yushprakh, Megastore: Providing Scalable, Highly Available
Storage for Interactive Services. CIDR 2011: 223-234

Transactions: Single-Tenant Distributed Data

64. Matthias Brantner, Daniela Florescu, David A. Graf, Donald

65.

66.

Kossmann, Tim Kraska, Building a database on S3. SIGMOD Conference
2008: 251-264

Tim Kraska, Martin Hentschel, Gustavo Alonso, Donald Kossmann,
Consistency Rationing in the Cloud: Pay only when it matters. PVLDB
2(1): 253-264 (2009)

Donald Kossmann, Tim Kraska, Simon Loesing, An evaluation of
alternative architectures for transaction processing in the cloud.
SIGMOD Conference 2010: 579-590



67.

68.

69.

70.

71.

72.

73.

Page |8

Yair Sovran, Russell Power, Marcos K. Aguilera, Jinyang Li,
Transactional storage for geo-replicated systems. SOSP 2011: 385-
400

Yang Zhang, Russell Power, Siyuan Zhou, Yair Sovran, Marcos K.
Aguilera, Jinyang Li, Transaction chains: achieving serializability
with low latency in geo-distributed storage systems. SOSP 2013:
276-291

Daniel Peng, Frank Dabek, Large-scale Incremental Processing
Using Distributed Transactions and Notifications. OSDI 2010: 251-
264

Marcos Kawazoe Aguilera, Arif Merchant, Mehul A. Shah, Alistair
C. Veitch, Christos T. Karamanolis, Sinfonia, a new paradigm for
building scalable distributed systems. SOSP 2007: 159-174

Marcos Kawazoe Aguilera, Arif Merchant, Mehul A. Shah, Alistair
C. Veitch, Christos T. Karamanolis, Sinfonia: A new paradigm for
building scalable distributed systems. ACM Trans. Comput. Syst.
27(3): 5:1-5:48 (2009)

Wyatt Lloyd, Michael J. Freedman, Michael Kaminsky, David G.
Andersen, Don't settle for eventual: scalable causal consistency
for wide-area storage with COPS. SOSP 2011: 401-416

James C. Corbett, Jeffrey Dean, Michael Epstein, Andrew Fikes,
Christopher Frost, J. J. Furman, Sanjay Ghemawat, Andrey Gubarev,
Christopher Heiser, Peter Hochschild, Wilson C. Hsieh, Sebastian
Kanthak, Eugene Kogan, Hongyi Li, Alexander Lloyd, Sergey Melnik,
David Mwaura, David Nagle, Sean Quinlan, Rajesh Rao, Lindsay Rolig,
Yasushi Saito, Michal Szymaniak, Christopher Taylor, Ruth Wang,
Dale Woodford, Spanner: Google's Globally Distributed Database. ACM
Trans. Comput. Syst. 31(3): 8 (2013)

Transactions: Multi-Tenant Data

74.

75.

76.

77.

78.

Craig D. Weissman, Steve Bobrowski, The design of the force.com
multitenant internet application development platform. SIGMOD
Conference 2009: 889-896

Antonio Rico Ortega, Manuel Noguera, José Luis Garrido, Kawtar
Benghazi Akhlaki, Joseph Barjis, Extending multi-tenant
architectures: a database model for a multi-target support in SaaS
applications. Enterprise IS 10(4): 400-421 (2016)

Hong Cai, Berthold Reinwald, Ning Wang, Changjie Guo, SaaS Multi-
Tenancy: Framework, Technology, and Case Study. IJCAC 1(1): 62-77
(2011)

Jie Zhu, Bo Gao, Zhi Hu Wang, Berthold Reinwald, Changjie Guo,
Xiaoping Li, Wei Sun, A Dynamic Resource Allocation Algorithm for
Database-as-a-Service. ICWS 2011: 564-571

Dean Jacobs, Stefan Aulbach, Ruminations on Multi-Tenant
Databases. BTW 2007: 514-521



Page |9

79. Stefan Aulbach, Michael Seibold, Dean Jacobs, Alfons Kemper,
Extensibility and Data Sharing in evolving multi-tenant databases.
ICDE 2011: 99-110

80. Ahmed A. Soror, Umar Farooq Minhas, Ashraf Aboulnaga, Kenneth
Salem, Peter Kokosielis, Sunil Kamath, Automatic virtual machine
configuration for database workloads. SIGMOD Conference 2008: 953-
966

81. PengCheng Xiong, Yun Chi, Shenghuo Zhu, Hyun Jin Moon, Calton Pu,
Hakan Hacigumiis, Intelligent management of virtualized resources
for database systems in cloud environment. ICDE 2011: 87-98

82. Sudipto Das, Shoji Nishimura, Divyakant Agrawal, Amr E1l Abbadi,
Albatross: Lightweight Elasticity in Shared Storage Databases for
the Cloud using Live Data Migration. PVLDB 4(8): 494-505 (2011)

83. Aaron J. Elmore, Sudipto Das, Divyakant Agrawal, Amr E1 Abbadi,
Zephyr: live migration in shared nothing databases for elastic
cloud platforms. SIGMOD Conference 2011: 301-312

84. Sean Kenneth Barker, Yun Chi, Hyun Jin Moon, Hakan Hacigimis,
Prashant J. Shenoy, "Cut me some slack": latency-aware live
migration for databases. EDBT 2012: 432-443

85. Jun'ichi Tatemura, Oliver Po, Hakan Hacigiumiis, Microsharding: a
declarative approach to support elastic OLTP workloads. Operating
Systems Review 46(1): 4-11 (2012)

86. Sudipto Das, Feng Li, Vivek R. Narasayya, Arnd Christian Konig,
Automated Demand-driven Resource Scaling in Relational Database-as-
a-Service. SIGMOD Conference 2016: 1923-1934

IoT RESOURCE DISCOVERY

87. Liu W, Nishio T, Shinkuma R, Takahashi T. Adaptive resource
discovery in mobile cloud computing. Comput Commun 2014;50:119-29

88. Nishio T., Shinkuma R., Takahashi T., and Mandayam N.B., Service-
oriented heterogeneous resource sharing for optimizing service latency
in mobile cloud. In: Proceedings of the first international workshop
on mobile cloud computing & networking; 2013. p. 19-26.

89. Ruta M, Scioscia F, Pinto A, Di Sciascio E, Gramegna F, Ieva S,
Loseto G. Resource annotation, dissemination and discovery in the
Semantic Web of Things: a CoAP-based framework. In: Green computing
and communications (GreenCom), 2013 IEEE and Internet of Things
(iThings/CPSCom), IEEE international conference on Cyber, Physical and
Social Computing; 2013. p. 527-534.

IoT DATA MANAGEMENT

Managing IoT Gateway Data: Streams, Events, and Analytics



Page |10

90. Charu C. Aggarwal, Jiawei Han, Jianyong Wang, Philip S. Yu, On
Clustering Massive Data Streams: A Summarization Paradigm. In
Aggarwal, Charu C. (Ed.), Data Streams: Models and Algorithms,
Springer 2007

91. Ruoming Jin, Gagan Agrawal, Frequent Pattern Mining in Data
Streams. In Aggarwal, Charu C. (Ed.), Data Streams: Models and
Algorithms, Springer 2007

92. Kanishka Bhaduri, Kamalika Das, Krishnamoorthy Sivakumar, Hillol
Kargupta, Ran Wolff, Rong Chen, Algorithms for Distributed Stream
Mining. In Aggarwal, Charu C. (Ed.), Data Streams: Models and
Algorithms, Springer 2007

93. Pedro Pereira Rodrigues, Joao Gama, Distributed clustering of
ubiquitous data streams. Wiley Interdisc. Rew.: Data Mining and
Knowledge Discovery 4(1): 38-54 (2014)

94. Deshpande A. , Guestrin C., Madden S., Hellerstein J.M., and Hong
W., Model-Driven Data Acquisition in Sensor Networks. In VLDB,
2004, pp. 588-599

95. Jeffery S.R., Garofalakis M.N., and Franklin M., Adaptive
cleaning for RFID data streams. In Proceedings of the 32nd
international conference on very large data bases (VLDB), 2006. pp.
163-74

96. Stonebraker M., Abadi D., Batkin A., Chen X., Cherniack M.,
Ferreira M., Lau E., Lin A., Madden S., O'Neil E.J., O'Neil P.E.,
Rasin A., Tran N., and Zdonik S., C-Store: A Column-oriented DBMS.
VLDB 2005: 553-564

97. Zhang Y., Hull B., Balakrishnan H., and Madden S., ICEDB:
Intermittently-Connected Continuous Query Processing. In IEEE 23rd
International Conference on Data Engineering, pages 166-175, 2007.

98. Nathan Marz JW. Big Data: principles and best practices of
scalable realtime data systems. Greenwich, CT: Manning
Publications, 2013

99. Moshtaghi M, Bezdek JC, Havens TC, Leckie C, Karunasekera S,
Rajasegarar S, Palaniswami M. Streaming analysis in wireless sensor
networks. Wirel Commun Mob Comput 2014;14(9):905-21

100. Tsai C-W, Lai C-F, Chiang M-C, Yang LT. Data mining for
internet of things: a survey. Commun Surv Tutorials IEEE
2014;16(1):77-97

101. Rajasegarar S, Gluhak A, Ali Imran M, Nati M, Moshtaghi
M, Leckie C, Palaniswami M. Ellipsoidal neighbourhood
outlier factor for distributed anomaly detection 1in resource
constrained networks. Pattern Recognit 2014;47(9):2867-79

102. Bonomi F, Milito R, Natarajan P, Zhu J. Fog computing: a platform
for internet of things and analytics. Big Data and Internet of
Things: a roadmap for smart environments. Springer
International Publishing; 2014, pp. 169-186



Page |11

103. Bonomi F, Milito R, Zhu J, Addepalli S. Fog computing and its
role in the internet of things In: Proceedings of the first edition
of the MCC workshop on mobile cloud computing; 2012. p. 13-16

104. Vaquero LM, Rodero-Merino L. Finding your way in the
fog: towards a comprehensive definition of fog computing.
ACM SIGCOMM Comput Commun Rev 2014;44(5):27-32

105. Aazam M, Khan I, Alsaffar AA, Huh E-N. Cloud of Things:
integrating Internet of Things and cloud computing and the
issues involved. In: Eleventh international Bhurban conference on
applied sciences and technology (IBCAST); 2014. p. 414-419

106. Stonebraker M, Cetintemel U, Zdonik S. The 8 requirements of
real-time stream processing. ACM SIGMOD Rec 2005;34(4):42-7 Cugola
G, Margara A. Processing flows of information: from data stream to
complex event processing. ACM Comput Surv 2012;44(3):15:1-15

107. Chen J, DeWitt DJ, Tian F, Wang Y. NiagaraCQ: a scalable
continuous query system for Internet databases. In: Proceedings of
the 2000 ACM SIGMOD international conference on management of data.
New York, NY, USA; 2000. p. 379-390

108. Arasu A, Babcock B, Babu S, Cieslewicz J, Ito K, Motwani R,
Srivastava U, Widom J. Stream: the Stanford data stream management
system; 2004

109. Babcock B, Babu S, Datar M, Motwani R, Widom J. Models and issues
in data stream systems. In: Proceedings of the twenty-first ACM
SIGMOD-SIGACT-SIGART symposium on principles of database systems,
New York, NY, USA; 2002. p. 1-16

110. Chandrasekaran S, Cooper 0, Deshpande A, Franklin MJ, Hellerstein
IM, Hong W, Krishnamurthy S, Madden SR, Reiss F, Shah MA.
TelegraphCQ: continuous dataflow processing. In: Proceedings of the
2003

111. ACM SIGMOD international conference on management of data. New
York, NY, USA; 2003. p. 668-668

112. Abadi DJ, Carney D, Cetintemel U, Cherniack M, Convey C, Lee S,
Stonebraker M, Tatbul N, Zdonik S. Aurora: a new model and
architecture for data stream management. VLDB J 2003;12(2):120-39

113. Anicic D, Fodor P, Rudolph S, Stojanovic N. EP-SPARQL: a unified
language for event processing and stream reasoning. In: Proceedings
of the twentieth international conference on World Wide Web. New
York, NY, USA; 2011. p. 635-644

114. Neumeyer L, Robbins B, Nair A, Kesari A. S4: distributed stream
computing platform. In: 2010 IEEE international conference on data
mining workshops (ICDMW); 2010. p. 170-177

115.Qian Z, He Y, Su C, Wu Z, Zhu H, , Zhang T, Zhou L, Yu Y, Zhang
Z. TimeStream: reliable stream computation in the cloud. In:
EuroSys; 2013



Page |12

116. Moshtaghi M, HavensTC, Bezdek 3JC, Park L, Leckie C,
Rajasegarar S, Keller M, Palaniswami M. Clustering ellipses
for anomaly detection. Pattern Recognit 2011;44:55-69

117. Frédéric Combaneyre, Understanding Data Streams in IoT. SAS White
Paper, 2015

Managing IoT Cloud Data

118. Kapoor L., Bawa S., and Gupta A., Hierarchical Chord-Based
Resource Discovery in Intercloud Environment. In Proceedings of UCC
2013: 464-469

119. John Meehan, Nesime Tatbul, Stan Zdonik, Cansu Aslantas, Ugur
Cetintemel, Jiang Du, Tim Kraska, Samuel Madden, David Maier,
Andrew Pavlo, Michael Stonebraker, Kristin Tufte, Hao Wang, S-
Store: Streaming Meets Transaction Processing. PVLDB 8(13): 2134-
2145 (2015)

120. Kadambi S., Chen J., Cooper B.F., Lomax D., Ramakrishnan R.,
Silberstein A., et al., Where in the world is my data? In
Proceedings of the VLDB Endowment 2011;4(11):1040-50 Alam S,
Chowdhury MMR, Noll 3J. SenaaS: an event-driven sensor
virtualization approach for Internet of

121. Things cloud. In: Proceedings of the 2010 IEEE international
conference on networked embedded systems for enterprise
applications (NESEA), 2010

122.Li F, Vogler M, Claessens M, Dustdar S. Efficient and scalable
IoT service delivery on cloud. In: Proceedings of the sixth
international conference on cloud computing (CLOUD), 2013

123. Nastic S, Sehic S, Vogler M, Truong H-L, Dustdar S.
PatRICIA— a novel programming model for IoT applications on
cloud platforms. In: Proceedings of the sixth international
conference on service-oriented computing and applications
(SOCA), 2013

124. Parwekar P. From Internet of Things towards cloud of things. In:
Second international conference on computer and communication
technology (ICCCT); 2011, p. 329-333

125. Khodadadi F, Calheiros RN, Buyya R. A data-centric framework for
development and deployment of Internet of Things applications 1in
clouds. 1In: IEEE tenth international conference on
intelligent sensors, sensor networks and information processing
(ISSNIP); 2015. p. 1-6

126. Medvedev A, Zaslavsky A, Grudinin V, Khoruzhnikov S. Citywatcher:
annotating and searching video data streams for smart cities
applications. Internet of Things, smart spaces, and next
generation networks and systems. Springer International
Publishing; 2014. pp. 144-155



Page |13

127.Belli L, Cirani S, Ferrari G, Melegari L, Picone M. A
graph-based cloud architecture for big stream realtime
applications in the internet of things. Advances in service-
oriented and cloud computing. Springer International Publishing;
2014. pp. 91-105

128. Zhu, Y., Wang, J., Client-centric consistency formalization and
verification for system with large-scale distributed data storage.
In Future Generation Computer Systems (2010) 26(8), 1180-1188

COMMUNICATION PROTOCOLS

129. Rimal BP, Choi E, Lumb I. A taxonomy and survey of cloud
computing systems. In: Fifth international joint conference on INC,
IMS and IDC. NCM’@9; 2009. p. 44-51

130. Elmangoush A, Steinke R, Magedanz T, Corici AA, Bourreau
A, Al-Hezmi A. Application-derived communication protocol
selection in M2M platforms for smart cities. In: Eighteenth
international conference on intelligence in next generation
networks (ICIN); 2015. p. 76-82

131. Teklemariam GK, Hoebeke J, Moerman I, Demeester P. Facilitating
the creation of IoT applications through conditional observations
in CoAP. EURASIP J Wirel Commun Netw 2013;2013(1):1-19

132. Kovatsch M, Lanter M, Shelby Z. Californium: scalable cloud
services for the internet of things with CoAP. In: Proceedings of
the fourth international conference on the Internet of Things (IoT
2014); 2014.

133. Wilfried Voss, A Comprehensible Guide to J1939. Copperhill Media
Corporation, 2008; ISBN-13: 978-0976511632

134. Wilfried Voss, Sae J1939 ECU Programming & Vehicle Bus Simulation
with Arduino. Copperhill Media Corporation, 2015;

ISBN-13: 978-193858118

135. Wilfried Voss, A Comprehensible Guide to Controller Area Network.
Copperhill Media Corporation, 2005; ISBN-13: 978-0976511601

136. Eric Walter and Richard Walter, Data Acquisition from HD Vehicles
Using J1939 CAN Bus. SAE International, 2016;

ISBN-13: 978-0768081725

SECURITY AND PRIVACY

137. Babar S, Mahalle P, Stango A, Prasad N, Prasad R.
Proposed security model and threat taxonomy for the internet
of things (IoT). Recent trends in network security and
applications. Springer Berlin Heidelberg; 2010. pp. 420-429



Page |14

138. Poschmann A, Leander G, Schramm K, Paar C. New light-
weight crypto algorithms for RFID. 1In: IEEE international
symposium on circuits and systems (ISCAS 2007); 2007, p. 1843-1846

139. Fu L, Shen X, Zhu L, Wang J. A low-cost UHF RFID tag chip with
AES cryptography engine. Secur Commun Netw 2014;7(2):365-75

140. Ebrahim M, Chong CW. Secure force: a low-complexity cryptographic
algorithm for Wireless Sensor Network (WSN). In: IEEE international
conference on control system, computing and engineering (ICCSCE);
2013. p. 557-562

141. Arbit A, Livne Y, Oren Y, Wool A. Implementing public-key
cryptography on passive RFID tags is practical. Int J Inf Secur
2014;14(1):85-99

142. Borgohain T, Kumar U, Sanyal S. Survey of security and privacy
issues of Internet of Things. arXiv Prepr.arXiv1501.02211; 2015.

143. Mainetti L, Patrono L, Vilei A. Evolution of wireless sensor
networks towards the internet of things: a survey. In: Nineteenth
international conference on software, telecommunications and
computer networks (SoftCOM); 2011. p. 1-6

144. Zorzi M, Gluhak A, Lange S, Bassi A. From today’s intranet of
things to a future internet of things: a wireless-and mobility-
related view. Wirel Commun IEEE 2010;17(6):44-51

145. Zhou L, Chao H-C. Multimedia traffic security architecture
for the internet of things. IEEE Netw 2011;25(3):35-40

146. Miettinen M, Asokan N, Nguyen TD, Sadeghi A-R, Sobhani M.
Context-based zero-interaction pairing and key evolution for
advanced personal devices. In: Proceedings of the 2014 ACM
SIGSAC conference on computer and communications security; 2014.
p. 880-891

147. Aggarwal CC, Philip SY. A general survey of privacy-preserving
data mining models and algorithms. USA: Springer; 2008

148. Argyrakis 3J, Gritzalis S, Kioulafas C. Privacy enhancing
technologies: a review. Electronic government. Berlin
Heidelberg: Springer; 2003. pp. 282-287

149. Oleshchuk V. Internet of things and privacy preserving
technologies. In: First International Conference on Wireless
Communication, Vehicular Technology, Information Theory and
Aerospace & Electronic Systems Technology; 2009. p. 336-340

150. Dsouza C, Ahn GJ, Taguinod M. Policy-driven security management
for fog computing: preliminary framework and a case study. 2014
IEEE 15th International Conference on Information Reuse and
Integration (IRI), IEEE; 2014, p. 16-23

151. Behrisch M, et al. SUMO-simulation of urban mobility. In: The
third international conference on advances in system simulation
(SIMUL 2011). Barcelona, Spain; 2011



Page |15

152. Madsen, H, et al. Reliability in the utility computing era:
towards reliable fog computing. In: 2013 Twentieth international
conference on systems, signals and image processing (IWSSIP); 2013

PROGRAMMING MODELS

153. Orsini G, Bade D, Lamersdorf W. Computing at the mobile edge:
designing elastic Android applications for computation offloading;
2015

154. Hong K, et al. Mobile fog: a programming model for large-scale
applications on the Internet of Things. In: Proceedings of the
second ACM SIGCOMM workshop on mobile cloud computing; 2013

155. Banerjee A, et al. MOCA: a lightweight mobile cloud offloading
architecture. In: Proceedings of the eighth ACM international
workshop on mobility in the evolving Internet architecture; 2013

156. Calheiros RN, Ranjan R, Beloglazov A, De Rose CAF, Buyya R.
CloudSim: a toolkit for modeling and simulation of cloud computing
environments and evaluation of resource provisioning algorithms.
Softw Pract Exp 2011;41(1):23-50

APPLICATIONS
Precision Farming

157. Ciprian-Radu Rada, Olimpiu Hancua, Ioana-Alexandra Takacs,
Gheorghe Olteanu, Smart Monitoring of Potato Crop: A Cyber-Physical
System Architecture Model in the Field of Precision Agriculture. In
Agriculture and Agricultural Science Procedia, Volume 6, 2015,
Pages 73-79

USEFUL WEB LINKS
Data Models and Realtime DBMSs for both the Edge and the Cloud

GTFS data format: http://www.gtfs.org/
GTFS-RT data format:
https://developers.google.com/transit/gtfs-realtime/

GTFS / GTFS-RT feeds from around the world: https://transitfeeds.com/

GTFS-RT tutorials:
https://support.google.com/transitpartners/answer/2529244?hl=en

extremeDB : http://www.mcobiject.com/?PMC=HP

SQLite: http://www.sqglite.org/

Apache Cassandra: https://cassandra.apache.org/

MongoDB : https://www.mongodb.com/
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Protocols

MQTT: http://mgtt.org/

J1939: http://www.sae.org/standardsdev/groundvehicle/j1939a.htm

J1939 simulator and documentation:
http://copperhilltech.com/sae-j1939-ecu-simulator-board-with-usb-port/
Connecting to J1939 board with Rasbery Pi:
http://copperhilltech.com/blog/sae-j1939-ecu-simulator-and-data-
monitor-for-raspberry-pi/

WiFi: https://www.wi-fi.org/

LTE: http://lteworld.org/

Platforms

GE Predix IoT Platform: https://www.predix.io/

Amazon Web Services for IoT: https://aws.amazon.com/iot/
Microsoft Azure Platform: https://azure.microsoft.com/en-us/
Google Cloud IoT: https://cloud.google.com/solutions/iot/

IBM Bluemix Cloud: https://www.ibm.com/cloud-computing/bluemix/
Cloud Forge: http://www.cloudforge.com/

Use Cases

Libelium Consortium: http://www.libelium.com/
Intel IoT Case Studies:

https://www.iotone.com/vendor/intel-inside-intel/casestudies/v903
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