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Abstract—The secrecy capacity of compound wiretap channels
is studied. Using the known lower bounds for non-degraded
discrete memoryless channels and establishing the converse, the
secrecy capacity is established under the less capable and noisier
conditions. The compound capacity is shown to be equal to the
worst-case channel capacity when there exists a saddle-point in
the mutual information difference.

Earlier results on the secrecy capacity of compound Gaussian
MIMO wiretap channels under the spectral norm constraint are
extended to the case of rank-deficient eavesdroppers (which may
model a massive MIMO base station) without the degradedness
assumption. Its compound secrecy capacity is established in a
closed form and the optimal signaling is identified: the compound
capacity equals the worst-case channel capacity thus establishing
the saddle-point property; the optimal signaling is Gaussian and
on the eigenvectors of the legitimate channel and the worst-case
eavesdropper is omnidirectional (i.e. isotropic over the sub-space
spanned by the active eigenmodes of the legitimate channel).

The case of additive uncertainty in the legitimate channel, in
addition to the unknown eavesdropper channel, is also studied
and its compound secrecy capacity is established.

I. INTRODUCTION

The broadcast nature of wireless communications makes
it inherently vulnerable to eavesdropping. The methods of
information-theoretic security are instrumental in this regard
since they solely use the physical properties of wireless chan-
nels to guarantee the secrecy of communications. Information-
theoretic security was initiated by Shannon himself and studied
later by Wyner, who introduced the now-popular wiretap
channel modeling the simplest scenario of secure communi-
cations with one legitimate transmitter-receiver pair and one
wiretapper (eavesdropper) to be kept ignorant of transmitted
information [1]. There is presently a growing interest in
information-theoretic security, see e.g. [1-3].

Since multi-antenna or multiple-input multiple-output
(MIMO) techniques can improve the performance signifi-
cantly, MIMO architectures are widely accepted as essen-
tial for future wireless systems. Their information-theoretic
security is currently under active investigation. From the
information-theoretic viewpoint, the main performance metric
is the secrecy capacity, i.e. the largest achievable rate subject to
the reliability and secrecy criteria [1]. The secrecy capacity of
the Gaussian MIMO wiretap channel was established in [4-6]
under full channel state information (CSI), where it turns out
that Gaussian signaling is optimal. Subsequently, the optimal
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transmit covariance matrix has then been found under the total
power constraint for a number of special cases [4,5,7-9] but
the general case remains illusive.

Due to the dynamic nature of wireless channels as well as
the limitations of channel estimation and feedback, wireless
systems are subject to channel uncertainty. In addition to this
in the secrecy context, it is hardly possible to expect that
the eavesdropper (unlike the legitimate receiver) will share
its CSI with the transmitter to make the eavesdropping harder,
which makes the perfect eavesdropper CSI model more than
questionable. A standard approach to this problem is to assume
that the exact channel realization is not known; it is only
known that it remains fixed during the entire transmission and
that it belongs to a known set of channels (uncertainty set),
which is known as compound channel [10].

The compound wiretap discrete memoryless channel (DMC)
with a countably-finite uncertainty set (i.e. finite-state chan-
nels) was studied in [11,12] under the weak and strong
secrecy criteria. Its secrecy capacity was established under the
degradedness assumption, where all possible realizations of
the eavesdropper channel must be degraded with respect to
all possible realizations of the legitimate channel. When this
condition is not satisfied, only an achievable secrecy rate (i.e.
a lower bound to the capacity) was obtained while the secrecy
capacity for the general case remains still unknown.

The corresponding compound Gaussian MIMO wiretap
channel (WTC) with countably-finite uncertainty sets was
studied in [11]. Similarly to the discrete memoryless case,
its secrecy capacity was established, again, only under the
degradedness assumption. When the channel is not degraded,
the secrecy capacity itself remains unknown and only an
achievable secrecy rate was obtained. A semi-definite pro-
gramming algorithm was developed in [13] to characterize
numerically an achievable rate for the MISO-WTC with un-
certainty when the legitimate receiver has a single antenna. In
the case of spherical uncertainty and single-antenna receivers,
an analytical solution for an achievable rate was obtained in
[14]. It remains unknown how far away is the actual secrecy
capacity from these achievable rates.

The secrecy capacity of non-degraded compound MIMO-
WTC as well as optimal signaling were established in [15]
when there is uncertainty in the eavesdropper channel only,
which is bounded by the spectral norm (and hence the uncer-
tainty set is isotropic and uncountably-infinite). The compound
capacity was shown to be equal to the worst-case channel
capacity so that a code designed for the worst-case channel
also works on the whole class of channels. These results were
further extended to a broader class of non-isotropic uncertainty
sets in [16], where not only the gain but also eigendirections
of the eavesdropper channel are bounded. It was shown that
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the worst-case and compound capacities are the same if there
exists a maximum element in the uncertainty set.

The studies above make use of uncertainty sets which
include full-rank eavesdropper channels and hence may be
too conservative if the rank is limited due to e.g. a small
number of handset antennas while the transmitter has a large
number of antennas (e.g. a massive MIMO base station; this
idea was suggested by A. Khisti). In this case, the rank will not
exceed the number of handset antennas while the uncertainty
model above allows the rank to be equal to a (much larger)
number of base station antennas. To model this scenario in the
present paper, we explicitly include the rank constraint on the
eavesdropper channel. This renders the respective optimization
problems non-convex so that the standard tools of convex
optimization (e.g. KKT conditions [20] or von Neumann mini-
max theorem [19]) cannot be used and new tools have to be
developed.

In summary, the main limitations of the known results
are that the compound secrecy capacity is only known for
degraded channels (DMC) or that the uncertainty set always
includes full-rank eavesdroppers (MIMO-WTC). The main
difficulty in establishing the secrecy capacity for non-degraded
channels seems to be the missing converse. In this paper,
we extend the known results in 2 directions. In Part 1, we
establish the secrecy capacity of certain discrete memoryless
channels (not necessarily Gaussian or degraded); in Part 2, we
establish the secrecy capacity of compound Gaussian MIMO
channels with rank-constrained eavesdropper and without de-
gradedness assumption. The case of rank-constrained eaves-
dropper is motivated by the scenario where the transmitter
is a base station with a large number of antennas while the
receiver/eavesdropper are handsets with a small number of
antennas. Under this non-convex constraint (in addition to
the convex spectral norm constraint), there is no maximum
element in the uncertainty set, yet the saddle-point property
is shown to hold and the compound secrecy capacity is
established in a closed form along with optimal signaling.
Since the respective optimization problems are not convex,
neither KKT conditions nor von Neumann mini-max theorem
can be used to establish the existence of a saddle-point (a key
step in proving the converse - the most difficult step). Hence,
we rely on majorization theory and certain novel singular value
inequalities to establish the result.

Subsequently, a more general case of two-sided channel
uncertainty is studied, where the legitimate channel is also
allowed to have (additive) uncertainty. This reflects the as-
sumption that the legitimate receiver will share its CSI with
the transmitter, but limitations in feedback link and channel
estimation result in channel uncertainty. The corresponding
compound secrecy capacity is established and shown to be
equal to the secrecy capacity of the worst-case channel in
the uncertainty set, so that the saddle-point property still
holds. The optimal signaling is still on the eigenmodes of the
legitimate channel and the worst-case eavesdropper is omni-
directional on the sub-space spanned by the active eigenmodes
of the legitimate channel.

II. COMPOUND WIRETAP CHANNEL MODEL

In this section we introduce the compound wiretap DMC
model. Building on earlier results in [12, 15], the compound
secrecy capacity of non-degraded wiretap channels is estab-
lished for arbitrary uncertainty sets (not limited to finite-state
or countable) under the less capable and noisier conditions.
We use the standard model of wiretap DMC extended to the
compound setting as explained below.

A. Discrete Memoryless Channels

Let X and ), Z be input and output alphabets and &
be a channel uncertainty set. Unless indicated otherwise, the
alphabets are assumed to be discrete and finite in this section.
The channels to the legitimate receiver and the eavesdropper
(wiretapper) are conditional distributions W : X xS — P(Y)
and Vi : X x § — P(Z), respectively, where s € S is a
channel state and P(-) is a set of probability distributions. For
a fixed state s € S, input and output sequences z” € A" and
y™ e Y", 2" € Z" of block length n, the discrete memoryless
channels are given by W2 (y"|z™) = [[_, Ws(y:|z;) and
VI (z"x™) = T[], Vs(2i|x;). The channels are assumed to
be quasi-static: s is selected at the beginning and is held
constant during the entire transmission.

Definition 1. The discrete memoryless compound wiretap
channel 207 is given by

W= {(W,, V) : s € S}.

This includes the widely adopted model of the form 20 =
{(Ws,,Vs,) : 81 € S1,82 € So} with §; # Sy as one can
always construct a new set of the form S = &1 x Ss.

Codebooks and achievable secrecy rate for this channel are
defined in the standard way, see e.g. [1, 12, 15]. In particular,
an achievable secrecy rate is subject to the reliability and
secrecy criteria: the reliability criterion implies arbitrary low
error probability for the legitimate receiver and the secrecy cri-
terion implies arbitrary low information leakage to the eaves-
dropper (strong secrecy), both as the block length increases to
infinity. For the compound channel, this has to be achieved by
a single codebook for any channel state in the uncertainty set,
i.e. the codebook and legitimate receiver decoding rule must
not depend on a particular channel realization s but only on the
uncertainty set S (see e.g. [10]). On the other hand, we make a
conservative (and safest from secrecy perspective) assumption
that the eavesdropper has perfect channel state information of
both channels (to the legitimate receiver and its own).

The wiretap DMC with a countably-finite uncertainty set
(i.e. finite-state channels) was studied in [11,12] and its
secrecy capacity has been established under the degraded-
ness assumption. In the general (non-degraded) case, only an
achievable secrecy rate is known and the capacity remains
unknown (due to the missing converse - the most difficult
part). The achievable secrecy rates above were extended to
arbitrary uncertainty sets (which are not required to be finite
or countable) and to continuous alphabets and compact uncer-
tainty sets in [15].



Theorem 1 ([15]). The compound secrecy capacity C. of the
wiretap DMC 20 is bounded as follows:

C.> sup( inf I(X;Ys,)— sup I(X;ZSQ)) (1
Px S1€31 5268,

for any uncertainty set S (not necessarily finite or countable),

where I is mutual information, X is the (random) input

of distribution Px while Yy, , Z,, are the induced receiver

and eavesdropper outputs, respectively, under channel state

s = (s1, 82). If alphabets are continuous, S is required to be

compact.

However, the secrecy capacity C. remained unknown other-
wise. This gap is filled below. To proceed further, we need the
following definitions that establish an ordering of compound
wiretap channels.

Definition 2. A compound DMC V4, is said to be noisier than
a compound DMC Wy, if

I(U;Ys,) > I(U; Zs,) 2)

for any aggregate channel state s = (s1, $3) € S, any random
variable U and any DMC U — X such that U — X —
(Ys,, Zs,) is a Markov chain.

Definition 3. Compound DMC Vj, is said to be (physically)
degraded with respect to compound DMC W, if X — Y, —
Zs., is a Markov chain for any channel state s = (s1,$2) € S
and any input X.

These definitions are an extension of the corresponding
definition for non-compound (single-state) channels, see e.g.
[1, 17]. Similarly to the single-state channels, it can be shown
that “degraded” implies “noisier,” but the converse is not true,
i.e. the latter requirement is weaker than the former (so that
there are channels that are “noisier” but not “degraded”).

Below, we show that the equality in (1) is achieved under the
less noisier condition thus establishing the compound secrecy
capacity of this (non-degraded) wiretap DMC.

Theorem 2. If Vy, is noisier than W,, the compound secrecy
capacity C. of the discrete memoryless wiretap channel 27 is
as follows:

C.= sup( inf I(X;Ys,)— sup I(X;ZSQ)) 3)
Px  $1€51 $2E€82

for any uncertainty set S (not necessarily finite or countable).

Proof: To establish the equality under the noisier condi-
tion, observe that, by extending the proof of the converse in
Theorem 3 of [17] to the compound setting and requiring the
encoder to be independent of the actual channel states, it can
be shown that any achievable secrecy rate R is bounded as
follows

RSSI(X;}/m)_I(X;Zsz) (4)

for a channel state (s, s2), where the input X is induced by
the encoder, so that the achievable compound secrecy rate R,
satisfies

from which it follows that

C. <supinf(I(X;Ys,) — I[(X; Zs,)) (6)
Px §
and thus establishes the equality. |

Remark 1. Since each degraded channel is also “noisier,” the
equality in Theorem 1 also holds for degraded channels.

To proceed further, we need the following definitions.

Definition 4. Compound DMC V, is said to be less capable
than compound DMC W, if for every Px and any channel
state (s1,s52) €S

I(X;Ys,) > I1(X; Zs,). 7

This definition extends the corresponding definition in [1]
to the compound channel setting. Following the same line
of analysis as for the single-state channels, it can be shown
that the less capable requirement is strictly weaker than the
noisier one (i.e. each “noisier” channel is also “less capable”
but the converse is not true), and hence strictly weaker than
the degraded one.

Definition 5. A compound wiretap channel is said to have a
saddle-point if

inf (I(X;Ys,) — I(X; Z
sup inf (1(X; Ys,) = 1(X; Zs,))

— inf I(X:Y.) —I(X:Z
iléssélf(( $Ya) — 1(X3 Zs,)) ®)

where s = (s1, $2) is the aggregate channel state.
Note that this definition does not impose any operational

meaning on the quantities involved. The following Theorem
provides such operational meaning.

Theorem 3. If the compound wiretap DMC 20 has a saddle-
point and satisfies the less capable condition, then the com-
pound secrecy capacity C. is the same as the worst-case
channel capacity C,,

Ce=sup ( inf I(X;Y;,)— sup I(X;Z,,))

Px S1€S1 $2€85
= inf sup (I(X:Ys,) — I(X; Zs,)) = Cu.
infsup (10, ~[(X2,)) = G O

In particular, the channel has a saddle-point if

1) 81,85 are compact and convex, and

2) I(X;Ys,) — I(X; Zs,) is lower semi-continuous and
quasi-convex in s, and upper semi-continuous and quasi-
concave in Px.

Proof: Since the legitimate and eavesdropper channel
states are independent of each other, it follows that

inf I(X;Ys,) — sup I(X;Zs,)
51E€81 $2ESs

= inf (I(X3Y,,) = 1(X;Z.,))  (10)
so that the following chain inequality holds
Cw = inf sup (I(Xa Y;1) - I(Xa ZSQ))
SES py
=sup inf (I(X;Ys,) — I(X; Z,))
Py SES
<C.<Cy (In



where first equality holds since, from [1, Corollary 3.5],

sup (I(X;Ysl) —I(X;ZSQ)) (12)
Px
is the secrecy capacity under channel state (si,s2) and the
less capable condition, so that taking inf, gives the worst-
case capacity; the first inequality is due to Theorem 1 and the
last inequality is due to the fact that compound capacity cannot
exceed the worst case one (since the compound code has also
to work on the worst-case channel). This proves C. = C,. The
last statement follows from von Newmann mini-max theorem
and its subsequent generalizations, see e.g. [19, Theorem 9.D].
|

Remark 2. The importance of this result is due to the fact that
a code designed for the worst-case channel also works on the
whole class of channels, i.e. is robust (which is not true in
general).

Remark 3. The requirement of semi-continuity can be dropped
in the case of countably-finite alphabets (since the mutual
information is known to be continuous in such settings), but
it is essential for countably-infinite or continuous alphabets.

Remark 4. Since “noisier” implies “less capable,” Corollary 3
also holds for “noisier” and degraded (physically or stochas-
tically) channels.

B. Continuous Alphabets

While the results above have been established for discrete
alphabets, they can also be extended to continuous alphabets
using the standard quantization and set partitioning arguments.
In particular, Theorem 1 holds for continuous alphabets as well
[15] and Theorems 2 and 3 can be similarly extended provided
that the uncertainty set S is compact (the details are omitted
due to the page limit).

III. GAUSSIAN MIMO WIRETAP CHANNELS

We are now in the position to apply the above results to
Gaussian MIMO channels. In this section, we do not require
the channel to be less capable, noisier or degraded. To this end,
let Nt be the number of transmit antennas at the transmitter
and Ny (o) be the numbers of receive antennas at the legitimate
receiver (eavesdropper). The input-output relations for the
Gaussian MIMO wiretap channel are given by

yi =Hix+§;, y2=Hox+§, (13)

where x = [21,22,...,2n,]T € CN7*1 is the transmitted
signal, yy(2) € CNi» 1 is the signal at the legitimate receiver
(eavesdropper), &; 2y € CM 1 g the circularly-symmetric
additive white Gaussian noise at the receiver (eavesdropper)
(normalized to unit variance in each dimension), and Hy(y €
CM2XN7 jg the matrix of the complex channel gains between
each transmit and each receive (eavesdropper) antenna. The
channels H ) are assumed to be fixed (constant) during the
whole transmission of block length n. We assume an average
transmit power constraint tr R < Pr where Pr is the total
transmit power and R = E{xx "} is the transmit covariance
matrix.

For this channel, the secrecy capacity subject to the total
average transmit power constraint is [4—6]

I+ W, R|
I+ W3R

where W,; = H:er i = 1,2, and max is subject to the
constraints R > 0 and tr R < Pr.

It is well-known that the problem in (14) is not convex
in general and explicit solutions for the optimal transmit
covariance are not known for the general case, but only for
some special cases (e.g. low-SNR, MISO channels, the full-
rank case or weak eavesdropper) [4,5,7-9].

Let us now consider a particular compound channel where
H, is given (known to the transmitter) and Hs can be any
(unknown) subject to the spectral norm constraint

H2 : |H2|2 = Im‘ax |H2X| S \/g
x|=1

Cy, = Hll%X In (14)

15)

or equivalently

W2 : |W2|2 = )\1(W2) S € (16)

where |x| = vx*x is the Euclidean norm of x, |H|; = o1 (H)
is the spectral norm of H, i.e. its largest singular value o (H);
A1(W3) is the largest eigenvalue of Ws. Note that |Hx|
represents the channel (voltage) gain in transmit direction x
so that |H|s is the largest channel gain. [W|y represents the
largest channel power gain. The importance of the spectral
norm in the context of MIMO channels has been discussed in
[18]. In particular, the set in (15) limits the maximum gain of
the eavesdropper channel without putting any constraint on its
eigenvectors. This represents the physical scenario where the
eavesdropper cannot approach the transmitter beyond a certain
minimum (protection) distance (so that the channel gain is
bounded due to propagation path loss) being unconstrained
otherwise. Note that there is no requirement of degradedness
here. The compound secrecy capacity for this class of channels
has been established in [16], where it was shown that the
saddle-point property holds so that the worst-case and com-
pound capacities are the same and signaling on the worst-case
channels works for the entire class of channels. The optimal
signaling is Gaussian and on the eigenmodes of W; while
the optimal power allocation is different from the classical
water-filling.

A. Rank-Deficient Eavesdropper

The uncertainty set (15) includes full column-rank eaves-
droppers and the worst-case eavesdropper is also full column-
rank, which requires the number of eavesdropper antennas to
be not less than that of transmit ones, No > Np. This may not
be the case in certain applications, if e.g. the transmitter is a
massive MIMO base station and receivers are handsets with a
small number of antennas (due to size/complexity constraint)
so that N172 < Nrp.

In this section, we consider such a scenario by introducing
an extra constraint on the rank r(Wz) = r(Hy) of the
eavesdropper channel Hy, (W3) < 7o for given ro < Nrp.
This models the fact that #(W3) < Ny so that when the
number No of eavesdropper antennas is small, No < Nr,



full-rank Wy is not possible. The resulting eavesdropper
uncertainty set is of the form

So = {Wg 1 Wiy <€, r(Ws) < TQ} (17)

where the 1st inequality reflects the fact that the eavesdropper
channel gain is bounded (due to e.g. minimum propagation
path loss) and the 2nd one reflects the fact that the rank is
bounded due to e.g. small number of eavesdropper antennas.
Note that the set S, is not convex so that neither KKT
conditions nor von Neumann mini-max theorem can be used
[19,20]. The compound secrecy capacity can be explicitly
found using the majorization theory and properties of singular
values as follows.

Theorem 4. Consider the compound Gaussian MIMO wiretap
channel in (13) with known W1 and unknown W belonging
to the uncertainty set So in (17); assume that r(W1) = r; <
ro. The compound secrecy capacity C. of this channel is the
same as the worst-case channel capacity C,,

C. = maxmin C(R, W3)
R W,
= minmax C(R, W3) =C,,
W, R
=CR",W3)
o LGN

__EZ:I 1+ A*

where (R*, W3) is the saddle-point, max and min are over
all admissible R, W: R, W, >0, trR < Pr, Wy € 8.
The optimal signaling is Gaussian and on the eigenmodes of
the legitimate channel,

R* = U;A*UY,

(18)

19)

where the columns of unitary matrix Uy are the eigenvectors of
W, diagonal matrix A = diag{\}} collects the eigenvalues

of R*:
degi  (gi—€
<\/1+(6+gi)2 ( 3 —1)+ —1) (20)

where N\ > 0 is found from the total power constraint
YA = Pr,ogi = N(Wh), () = max{z,0}. The
worst-case eavesdropper is W5 = U, U, where the
columns of semi-unitary matrix Uy, are the eigenvectors of
W corresponding to strictly positive eigenvalues.

€+ gi

2eg;

7

Proof: Based on the majorization properties of singular
values of matrix products and Schur-convexity as applied to
In [T+ WR], see [23] for details. [ |

Remark 5. Note that the worst-case eavesdropper W3 =
sUlana is “isotropic” on the sub-space spanned by the
columns of Uy, (but not on the whole space), which is known
as “omni-directional” in the antenna literature [21] (i.e. having
the same gain in all directions of that sub-space).

Remark 6. Unlike the rank-unconstrained case, there is no
dominant channel in the rank-constrained uncertainty set, i.e.
W, < W3 does not hold for all Wy € S», so that the
uncertainty set is not “degraded” (with respect to W3 or any

other Ws). Since the set S5 is not convex either, one cannot
use von Neumann mini-max Theorem (or its extensions) to
infer an existence of saddle-point, which is established in
(18) via the singular value inequalities, so that the following
inequalities hold for any feasible R and W,

C(R,W3) < C, = Cp=C(R*, W}) < C(R*, W,). (21)

It can be demonstrated, via the example below, that the saddle-
point property does not hold if 1 > ra.

Example. Consider the following compound channel

W =1 [W3[; <1, n(Wy) <1 (22)
where m = 2. It is straightforward to see that
Cyp = minmax C(R, W3) = In(1 + Pr) (23)
W, R
>1In(l+ Pr/2) = maxmin C(R,Wy) =C, (24)
R W

so that there is a 3 dB loss for any Pr > 0 due to the lack of
Tx CSI. Note also that R* = PrI/2 in (24) (so that isotropic
signaling is optimal) while R* = Prusuj in (23) (so that
beamforming is optimal), where {u;, us} are the eigenvectors
of W3 =ujuj.

Remark 7. The condition on the ranks r; < ro is insured if
N7 < Ny and both channels are of full raw ranks. In particular,
this holds if Ny = Ny = 1.

B. Double-Sided Channel Uncertainty

Here we consider the case where both the legitimate and
eavesdropper channels are uncertain. The compound channel
model follows the model in (13) where:

81 = {Hl :H1 = H() +AH, ‘AH|2 < 61}
Sy = {Hy: [Hy| <€, r(Hy) <rp}

(25a)
(25b)

where Hj is the nominal part of H; known to the transmitter,
and AH is the uncertain, unknown part. This compound model
reflects two important points:

1) The desire of the eavesdropper to be confidential to
keep its spying abilities uncompromised, so it does not
share its channel with the transmitter and therefore only
minimal information about Hs is available to the latter.
Its rank is bounded due to e.g. a small number of
antennas.

2) The legitimate receiver, on the other hand, wishes to
maximize the rate so it shares its channel with the
transmitter. Its channel uncertainty is due to the limi-
tations of the feedback and estimation procedure, which
is normally much smaller than that of the eavesdropper
(and hence the known nominal part).

Note that while &; is convex, S is not so that neither
KKT condition nor von Neumann mini-max Theorem are
helpful. The secrecy capacity of this compound channel can
be characterized via the singular value inequalities as follows.
Let
I+ W;R|

CR,W;,Wy)=In————
( ) 1 2) n|I+W2R|



which depends on the transmit covariance matrix R and the
unknown channels W; = HH; and W, = HJ H, to the
legitimate receiver and the eavesdropper respectively.

Theorem 5. Consider the compound Gaussian MIMO wiretap
channel in (13) when Hy and Ho are unknown and belong to
the uncertainty sets 81 and 8o in (25). Assume that r(Hy) =
r1 < ro. Then, the compound secrecy capacity C. is

C. =max_min C(W;, Wy R)
R W; W,
= min maxC(Wi, Wy, R)=C,
W;,W: R

- C(Wlwa W2w7 R*)7 (26)

i.e., the worst-case secrecy capacity C, is also the (compound)
secrecy capacity C. of the class of channels and Gaussian
signaling is optimal. The saddle-point property holds,

C(W1w7 W2w7 R) < Cc = C(Wlwa W2wa R*>

< C(W1, W3, RY), 27)

where (W1y,, Way,, R*) is the saddle-point. The worst-case
channel is

Wlw - H-li_leun le = VO(EO - 611)+US_’

Wy, = eUOaUa_a7 H, = VZQwUE)~_7 (28)

where Ug, Vo are unitary matrices of right and left singular
vectors of the nominal channel Hy and ¥ is the diagonal
matrix of its singular values; semi-unitary matrix Ug, collects
the columns of Ug corresponding to strictly positive singular
values; 'V is an arbitrary unitary matrix, and

Yow = diag{e, .., €,0,..,0} (29)

is a diagonal matrix with 1st ry diagonal entries being /€ and
0 otherwise. The optimal covariance R* is as in Theorem 4
with the substitution

g9 — (0:(Ho) — e1)7, Uy — Uy, (30)

i.e., the optimal signaling is on the eigenmodes of the worst-
case legitimate channel Hy,,.

Proof: Based on the novel matrix singular value inequal-
ities in [22], see [23] for details. [ |

Note that this theorem does not require the compound
channel to be degraded. Remarkably, the saddle-point property
still holds and the worst-case eavesdropper is omni-directional
on the sub-space spanned by the active eigenmodes of the
nominal legitimate channel; the optimal signaling is similar to
that in Theorem 4 (Gaussian signaling is still optimal), with
the legitimate channel substituted by its worst-case realization
(due to uncertainty). We observe that, as the uncertainty (i.e.
€1 and/or €) increases, fewer and fewer eigenmodes are used
until only the strongest one remains active, in which case the
beamforming is optimal. From this perspective, beamforming
is the most robust strategy (works under largest uncertainty).

While the results above have been established under the
total power constraint trR < Pp, using similar reasoning
it can be shown that the same result holds under a general
power constraint of the form R € Sg, where Sg is a unitary

invariant set of positive semi-definite matrices, i.e. R € Sg
implies URU™ € Sgr for any unitary U. This constraint
limits possible eigenvalues of R but does not constrain in
any way its eigenvectors. Special cases include the total and
maximum per-eigenmode power constraints.
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